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Simple and Strong Mobile Two-Factor Authentication

SurePassID Push Authentication app turns your mobile phone into a universal
authentication device that prevents hackers from gaining access to your accounts and
transactions. Users can login by approving a notification on their phone.
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SurePassID Push Authenticator Mobile app is the quickest login method for all types of
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users with support for an unlimited number of OATH Time-based (TOTP) and Event-based
(HOTP) tokens along with the option to receive a convenient Push Notification to a
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authenticate. Users can authenticate with just an approval on their phone.

Large enterprises and government organizations mandated to reduce employee or customer
authentication costs yet increase security or needing to comply with security regulations.

Small and medium enterprises needing a low-cost solution for highly effective two-factor
authentication or needing NIST/CMMC/DFARS/HIPAA/PCI/SOX, etc. compliance.

Companies seeking to securely embrace mobile technologies such as mobile banking and
mobile HR access with a simple, effective, and low-cost strong security solution.

Features

e Easy and Strong Mobile Authentication — No codes to enter, no devices to carry. Use what you already have —
your mobile phone.
e Over-the-air provisioning — Unlike other mobile authenticator, users can add Benefits

new tokens over the air with the SurePassID authentication server, never

exposing the cryptographic key. In addition, the app supports the ability to Easy and Strong Iogins

Secure, compliant
traditional account provisioning that was standardized with Google access
Authenticator QR code and now many others. Maximum flexibility

e Out-of-band authentication — ensures that wherever the user is logging in, a Rapid deployment
SurePassID Push Authentication will be sent for approval, identifying the date, Reduced costs and

challenge users to enter a passcode to provision a token.,
e  Compatibility — In addition to using over-the-air provisioning, the app supports

time, IP address and account requesting access.

complexity

e Alternate Methods available — Users can choose different or back-up .

authentication methods such as voice call, enter a one-time passcode from an Scalable and reliable
OTP device, SMS Text response (reply with Y/N), IVR and others.

e Quickest, strongest and most convenient user experience:

1. Enter username and password into app login screen.

2. Select SurePassID Push Authentication as the authentication method.

3.  When the Push Authentication arrives on your phone, simply tap the “Authenticate” icon.
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